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SECURITY OF MEDICAL RECORDS
CFR(S): 482.24(b)(3)

[Information from or copies of records may be released only to authorized
individuals,] and the hospital must ensure that unauthorized individuals cannot gain
access to or ater patient records.

This STANDARD is not met as evidenced by:

Based on observation, staff interview and review of policies and procedures, the
facility failed to safeguard the confidentiality of health information by restricting
access to medical recordsto only those employees involved in patient care, quality
assessment and utilization review, and health information management. The findings
were: Observation on 11/1/11 at 2 PM and again on 11/3/11 at 10 AM revealed alarge
storage room on the first floor east. Entry into the room was available from two
locations. from the medical records department and from a corridor door located on
the other side of the large storage room. In addition, the large storage room was
separated into two areas. a small caged area and a much larger storage area. The caged
areas were accessible from the medical records department, and access to the larger
areawas directly through the corridor door. Only medical records were stored in the
small caged area; however, at least 50 boxes containing paper copies of closed
medical records, aswell as other supplies and radiology materials, were stored in the
larger area. A locked door in the cage separated the two areas. Interview with the
health information manager on 11/1/11 at 2 PM revealed the door from the corridor
was always locked and access could only be gained by using a master key. Further
interview and review of the policy, "Accessibility to the Medical Record and the HIM
Department”, revised 12/2/11, revealed several departments had access to the medical
records storage area including medical records, radiology, nursing, administration,
security and maintenance. Each of these departments had a"master key" for access
into the large storage area. Depending upon circumstances, the time of day, work



schedule, etc., a department& #x27;s master key was available to more than one
employee of that department during and after business hours. However, according to
the policy, "Accessibility to the Medical Record and the HIM Department”, revised 12
/2/11, access after hours in emergencies was limited to administration, nursing and
engineering employees.



